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Project Background

Project:

• In 2014 Citizens Audit Committee approved the roll-out of an Internal 
Control Framework (ICF), throughout the organization, which is aimed 
at strengthening and improving the organization’s overall control and 
operating environment.

Sponsors:
• This initiative is co-sponsored by Citizens Chief Financial Officer 

(Jennifer Montero) and Chief of Internal Audit (Joe Martins).

The Framework:
• As a basis for designing Citizens ICF the organization selected COSO 

2013 (developed by the Committee of Sponsoring Organizations of the 
Treadway Commission), which provides an Internal Control -
Integrated Framework that enhances fundamental concepts of what 
defines an effective system of internal controls.

2



COSO - Internal Control-Integrated Framework 

The COSO framework focuses on 5 components of internal 

controls and explicitly articulates 17 principles to consider as 

the Internal Control Framework is designed:
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ICF Project Plan

Following Audit Committee approval in 2014 an Internal Controls Office 

(IC), within OIA, was formed to develop a comprehensive project plan, 

ICF roll-out approach and procured a controls management System 

(TeamMate + Controls). IC consists of two fulltime staff, and is supported 

by Enterprise Risk and Business Unit Control testers.
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Project Scope

We followed a process by business division approach and selected 72 processes 
in scope for the ICF
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Control Assessment Lifecycle
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Once the process is established, the control assessment lifecycle is typically performed annually and spans 5

major categories which include defining the scope of review, developing/updating process documentation and

identifying key controls, testing key controls, concluding on and reviewing controls tested, and understanding

the risks posed by any deficiencies left un-remediated by the end of the cycle.



Control Assessment Lifecycle
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ICF Documentation

In-scope processes, are fully documented in order to identify and test 
primary controls. 
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Step 1 Step 2 Step 3 Step 4

Kickoff 
(Complete inherent 
risk assessment & 
identify primary 

risks)

Process

Walkthrough 

(Identify active 

controls)

Confirm process 

documentation 

(Narrative & 

Flowchart)

Test and 

Conclude on 

Primary Controls

(CSA Test Sheet)

Deliverables produced by the ICF Project team include:

• Risk Control Matrix describing process objectives and associated risks

• Process Narrative describing the process in its totality and selected primary control

• Process Flowchart graphically depicting the process, where practical



Sample Deliverables (Step 1)

Risk Control Matrix (RCM)

• Document process’ objectives (primary goals of the process).

• Objectives drive risks which are mitigated through controls.
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Sample Deliverables (Step 2)

Process Narrative and primary control:

• Documentation is instrumental to understanding the key risks and

controls inherent in any given process. Flowcharts and narratives detail

owners, contributors, primary controls, and the flow of a process.
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Sample Deliverables (Step 3)

Process Flow Diagram
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Sample Deliverables (Step 4)

Control Testing

• When primary controls are established or identified, they can then be 
tested to ensure that their risk mitigation objectives are being met.
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Completion of Process Reviews

The Internal Controls Office (IC) leads the roll-out of the ICF Project and 
process reviews. Of the 72 identified processes IC completed 44 process 
reviews, has 12 in-progress for completion by mid December 2018 and 
has the final 15 reviews scheduled for completion in Q2 2019.
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Process

1 Corporate Insurance

2 Enterprise Strategy & Planning Support

3 Facilities Management

4 Enterprise Performance Metrics

5 IT Application Development

6 IT Change Management

7 IT Application Delivery

8 IT Problem Management

9 IT Service Request Management

10 Legislative Affairs

11 Purchasing

12 Records Management

ICF Review in Progress - 2018 



Completion of Control Self Assessments

Control Self Assessments (CSA’s) are performed annually by business unit 

management once IC process reviews are completed, to ensure ongoing 

control design and operating effectiveness.
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CSA Status 2018 2019

Claims 5 1

Communications, Legislative, & External 

Affairs 3 2

Enterprise 0 3

Financial Services 13 5

Human Resources 0 4

Legal 0 6

Systems & Operations (IT) 3 11

Systems & Operations (Non-IT) 2 4

Underwriting & Agency Services 6 4

2018 CSA Progress



Control Deficiencies

Deficiencies are expected in any organization and it is management’s 

understanding of the underlying cause and actionable response plan that 

sets itself apart from others. To date forty-four process reviews were 

completed through which ninety-nine primary controls were recorded. Of 

these 8 controls were identified as being deficient and for each corrective 

action are in progress.
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Questions

?
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