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AUDIT COMMITTEE UPDATE
Office of the Internal Auditor Update
At the meeting, the Chief of Internal Audit presented progress against the 2016 Audit Plan and noted
that 95% of the plan was already in progress. Seven audit engagements were completed since the
previous meeting.

Audit Plan Execution
OIA provided an update on key activities completed since the last reporting period. The update also
included a review of the latest OIA Dashboard.
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We completed seven audit engagements since the last Audit Committee meeting:
•
•
•
•

Business Continuity Plan
Claims Quality Assurance
Claims Vendor Assignments
Commissions

•
•
•

Commercial Co-Insurance
Compliance Governance
Network Architecture and Design

The following represents a brief summary of the audit work completed and presented to management.
•

Business Continuity Plan (Needs Improvement) – We evaluated the completeness and
appropriateness of the business continuity planning (BCP) process for the organization as
administrated by the Business Continuity Office.
Results from our audit work indicate that there are documented business continuity plans in place
for the Tallahassee and Tampa office locations; however, these plans are not comprehensive and
have not been updated since 2013. Discussions with management indicated that short-term
contingency plans have been developed which include a telecommuting strategy where staff would
work remotely in the event of a business interruption. In addition, there has not been a coordinated
effort provided by the Business Continuity function to facilitate and motivate business units to
refresh their business continuity plans prior to and in conjunction with the move to EverBank Center.
As a result, the organization may not be able to adequately and timely recover from a business
interruption. Executive Management is aware of the risk and has recently initiated a program to
develop an interim plan to address immediate deficiencies that exist with the EverBank BCP.

•

Claims Quality Assurance (Advisory) – With this review we provided advisory support by
evaluating the design and effectiveness of the quality assurance program. Key strengths identified
included overall program design as well as the implementation of processes to improve reporting
of results, increase auditor consistency and accuracy, identify root causes to facilitate improvement
opportunities, and ensure the timely correction of errors.
OIA suggested further strengthening of controls by adopting industry practices related to the
selection of sample sizes, engaging the claims teams in validation of results, understanding vendor
processes to retrieve data, validating vendor system access, recognizing outstanding quality, and
leveraging best practices across all Citizens Quality Assurance programs.

•

Claims Vendor Assignments (Satisfactory) – The objective of this audit was to evaluate key
controls of the Generic Assignment Module (GAM) and assess the GAM process and procedures.
Additional consideration was given to evaluate whether the GAM system module is able to
effectively manage expected transaction volumes.
Through interviews with management and examination of controls and process, we found the
controls to manage and administer vendor assignments through GAM are well developed and
documented. Procedures and workflow automatically generate system notifications and emails at
key points in GAM and ClaimsCenter providing a reliable audit trail. In addition, procedures ensure
vendors submit appropriate supporting documentation of work completed for review and approval
by a Claims Adjustor or Supervisor.
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•

Commissions (Needs Minor Improvement) – We assessed whether the strength of key controls
associated with commission rates and calculations are efficient and effective to ensure that
commissions paid to agents are accurate, authorized and timely. The scope of the audit included
a review of the commission strategy alignment, validation of agent commission rates applied,
access to select production databases, commission rate change control process, access to the
check and electronic funds transfer (EFT) disbursement files and roles and permissions assigned
to BillingCenter and PolicyCenter users.
Results from our audit work indicate that the key controls around the commission rates and
calculations are adequate in ensuring that commissions paid to agents are accurate, authorized
and disbursed in a timely manner. In addition, the processes and controls supporting the
commission strategy are well designed and operating effectively. OIA did recommend that
management review the security roles and associated permissions assigned to BillingCenter users
to ensure roles are not in conflict with assigned job responsibilities. In addition, management
should reduce the number of IT personnel that have full administrative access to a select group of
production databases.

•

Commercial Co-Insurance (Satisfactory) – The objective of this audit was to assess the design
effectiveness of the coinsurance valuation referral process and provide assurance that the process
is compliant with Florida State statutes and implemented controls across the Underwriting and
Claims functions appropriately address risks and that the process is well managed.
Through interviews with management and examination of controls and process, we found that the
controls to manage and administer the coinsurance valuation referral process between Claims and
Underwriting are well designed and documented. Management has taken proactive steps to
enhance and improve the coinsurance valuation referral process. The enhanced process has
resulted in greater automation, coordination and improved control documentation.

•

Compliance Governance (Needs Improvement) – With this audit we compared the current
organization, structure and objectives of the Citizens compliance function with the components
common in other widely used compliance management frameworks, and provided guidance in the
development of any additional processes and procedures.
Through interviews with senior management and others, reviews of corporate policies and
examination of internal documentation, OIA identified compliance practices currently employed by
Citizens. Based on this information, including an evaluation of common market practices, OIA
completed a gap analysis, which identified opportunities for growth. This gap analysis was shared
with management who has evaluated the suggestions and formulated relevant corrective action.

•

Network Architecture and Design (Needs Improvement) – The objective of this audit was to
assess the network architecture and design from a security perspective and to determine if
adequate security mechanisms were in place and operating effectively.
Results from our work indicated that the network is operating well, serving the needs of the
organization and no significant deficiencies in the architecture or design were noted. In particular,
there is ample capacity for current needs and peak demands, and there is an on-going effort to
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improve performance and reduce costs. The network team appears to be well qualified and
committed to process improvement. During the audit, we found a number of security related
controls requiring improvement to strengthen the security posture of the network environment.
Management has begun work on corrective actions.

Work In Progress
OIA has 10 audit engagements in progress and is actively participating in, or monitoring four
development projects:
Audit Engagements
•
•
•
•
•

Administrative & Executive Expenses
Change Management
Citizens Insurance Suite Access
Dynamic Forecasting (advisory)
IT Governance (advisory)

•
•
•
•
•

Legislative & Federal Change Compliance
Reinsurance
Third Party Access
Underwriting Quality Assurance
Vendor Management (Independent
Adjustors)

Project Monitoring:
•
•

Citizens Insurance Suite
Disaster Recovery & Security Privacy
Projects

•
•

Building Consolidation
ERP Project

Control Deficiency Resolution
As of August 31, we are tracking 20 open items of which five were past due:
•

The action plans for two medium and one low rated observations from the 2015 Treasury Cash
Management audit have passed the agreed due dates. These observations are related to
improvements in spreadsheet controls, cash forecasting, and SOC & SSAE 16 report review.
Status: Management continues to work on developing cash forecasting processes. Management
indicated that the corrective action on the SOC & SSAE 16 report review and the spreadsheet
controls observations has been completed and documentation will be provided to OIA for verification
and closure.

•

The action plan for one medium rated observation from the 2014 General Computer Controls audit
has passed its agreed due date of April 30, 2016. This observation is related to excessive access
to the Citizens Insurance Suite Job Scheduler.
Status: Management indicated that the corrective action for this item is completed. OIA is reviewing
the supporting documentation for closure.

•

The action plan for one medium rated item from the 2015 Rate Accuracy audit was not resolved by
its August 31, 2016 planned completion date. This item is related to restricting shared access to
the Rating Application production servers.
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Status: Management indicated that the planned application upgrade (which would have addressed
this item) is delayed due to reallocation of resources and operational priorities. However, some
mitigating controls have been implemented with other controls pending. IT indicated some portions
of the risk cannot be effectively mitigated and will submit a formal request for approval for an
acceptance of the remaining risk.
There are currently no high rated issues outstanding.

Update on Citizens Enterprise Risk Management (ERM)
With the recent departure of the Director - ERM, Carol McBrier Williams and a Senior Risk Analyst,
Ashley Jones, the positioning of ERM within Citizens was re-evaluated. Executive management in
conjunction with the Chairman of the Audit Committee concluded that for Citizens a direct reporting line
to the Chief of Internal Audit would help the development of an enterprise risk management framework
and methodology that fosters an environment, which brings the various internal assurance providers
closer in aligning terminology and risk assessment processes.
The Chief of Internal Audit is currently assessing departmental structure, role descriptions, Citizens
ERM methodology and the use of the ERM system solution to determine the strength of processes. A
business plan will be developed for fully embedding a well-developed ERM framework that will facilitate
the management of risks throughout the organization in a similar format and enable management to
self-identify, record and manage risks in a similar fashion.

Update on Citizens Internal Control Framework (CICF)
The Citizens Internal Controls Framework initiative is progressing well with the completion of 28 process
and control reviews, and 2 reviews in progress. This represents 54% of the 52 process reviews planned
for the 3-year rollout. Given organizational changes and new developments, we revaluated the original
plan and reassessed the total number of processes required for inclusion in the ICF project. The impact
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of the reassessment caused a net reduction of 10 process and control reviews, including one previously
completed process review merging with another. Each review involves fully understanding,
documenting, and testing identified key controls in line with COSO 2013, the industry standard for
internal control frameworks. To date, 62 key controls have been formally documented.
A high-level timeline of the Internal Control Framework plan rollout is shown in the diagram below.
Attached in the documentation supporting this summary is a Framework plan in more detail.
CITIZENS INTERNAL CONTROL FRAMEWORK

PLAN TIMELINE
2014
Q4 Q1

2015
Q2 Q3

Q4

Q1

2016
Q2 Q3

Q4

Q1

2017
Q2 Q3

Q4

2018
Q1 Q2

SCOPING & PLAN UPDATES
PROCESS REVIEWS
ANNUAL SELF ASSESSMENT COORDINATION
TEAMMATE CM INTEGRATION
UNREMEDIATED DEFICIENCY ASSESSMENT
CONTROL MATURITY LEVEL ASSESSMENT
REPORT DELIVERY

Legend:
Completed
In progress / On schedule

In addition to completing process and control reviews, the Controls Support Team (“CST”) is currently
administering and coordinating the annual business self-assessment with responsible business units
for process and control reviews that were completed in the prior year. Furthermore, the CST is finalizing
migration to Teammate CM, the Framework’s control management system, which is expected to be
completed by the end of October.
The ICF project team has been short staffed from the inception of the project; however, we have
successfully recruited Joseph West as a Sr. IT Analyst. Joseph will assist with the rollout of a COBIT
5 assessment, in addition to leading the reviews of IT General Control areas as part of the COSO
assessment. Joseph has nearly 5 years’ experience in IT internal audit, most recently with FedEx
Services in Memphis, where he led critical information systems audits and special projects while utilizing
control and compliance frameworks that included COBIT 5 and COSO. He is a Certified Information
Systems Auditor (CISA), and has a MS in Information Studies and a BSc in Business Administration.

Staffing Update
Apart from recruiting a Director and staff for ERM, we are in the process of filling the Audit Manager –
Forensic vacancy. We are dedicated to the professional development of staff to ensure continuous
growth of knowledge, skills and other competencies throughout the year.
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Chief Financial Officer Update
Chief Financial Officer, Ms. Montero presented the June 30, 2016 Financial Report, Quarterly Financial
Analysis and Water Loss Trends.

External Auditors Update
Matt Church and Brian Smith from Dixon, Hughes Goodman LLP presented an update on preparation
for the 2016 Financial Statement Audit

CICF Plan Details
Key:
Not Started
In Progress
Completed
Delivery Date/Deadline

The following represents a detailed flow of the Citizens ICF project roll out plan. In this schematic view we indicate that 28 process reviews have been completed.
With these reviews the Control Support Team (CST), together with process owners, documented 62 key controls. During September this year the CST is assisting
management with their first annual review and attestation, for those key controls that have been documented. Results of this review will be presented at the March
2017 Committee meeting (First annual report regarding the status of the control environment, to the Committee)

Enterprise Governance - BOG and AC Oversight
Enterprise Governance - Risk and Divisional Committees
Enterprise Governance - Office of the Internal Auditor
Enterprise Governance - General Investigations
Enterprise Governance - Compliance Policy Enforcement Assurance
General Counsel - Claims & Litigation
General Counsel - Privacy & Information Classification & Handling
General Counsel - Competitive Solicitations
Finance & Accounting - Accounts Payable
Finance & Accounting - Cash Management
Finance & Accounting - Investment Performance
Actuarial & Risk - Actuarial Services & Product Development
Insurance - Commercial Underwriting
Insurance - Personal Underwriting
Insurance - Claims Operations (ClaimsCenter)
Insurance - Claims Litigation Support
Insurance - Claims Vendor Relationship Management
Insurance - CAT planning, response, execution
Insurance - Clearinghouse
Human Resources - Payroll
Human Resources - Compensation
Human Resources - Learning & Development
Human Resources - Recruitment & Contingent Staffing
Systems & Ops - Data Center

Complete

General Counsel - Claims & Litigation

Complete

Purchasing – Competitive Solicitation

Complete

Compensation
Claims Operations (ClaimsCenter)
Complaints & Communications
2016 BU Annual Self Assessment / Corp Gov Testing
Teammate CM Integration
CICF Policy Development
Investment Accounting
Special Investigations Unit
Claims Accounting
Bonds Payable
Reinsurance
Strategy, Planning, and Continuous Improvement
Vendor Management Office (Contracting & SOC-2)
Ethics & Compliance Policy
Market Services - Depopulation
CICF Self-Assessment Training Development
Non-Competitive Procurement
Premium Collection, Remittance Processing
Escheatment & Suspense Accounting
Financial Close
2017 BU Annual Self Assessment / Corp Gov Testing
Commissions
Business Continuity
Enterprise Risk Management
COBIT 5 Process/Control Mapping
Disaster Recovery
IT Security Administration
SDLC
Data Back-up & Recovery
Job Scheduling
Change Management
General Logical Access
ON-GOING/WRAP-UP:
Perform Quality Review
Perform Control Remediation Testing
Scoping & Plan Updates
Unremediated Deficiency Assessment
Control Maturity Level Assessment
Report Delivery

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete

Complete
Complete
In Progress
In Progress
In Progress
In Progress
In Progress
Not Started
Not Started
Not Started
Not Started
On Hold
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
In Progress
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started
Not Started

June

May

April

March

February

January

December

November

October

September

2018

August

July

June

May

April

March

February

January

December

November

2017

October

September

August

July

Process Evaluations / Project Execution

June

2016

Stage of
ICF
Review /
Project
Progress

