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Background 

Logging procedures ensure that computer activity and transaction records are recorded and 

stored in sufficient detail for a suitable period. Monitoring, in the form of manual or automated 

review and analysis of log contents, is important for identifying security incidents, policy violations, 

fraudulent activity, and operational problems shortly after they have occurred, and for providing 

information useful for resolving such matters.  

Logs can also be useful for performing auditing and forensic analysis, supporting the 

organization’s internal investigations, establishing baselines, and identifying operational trends 

and long-term problems. Besides these inherent benefits of logging and monitoring, several laws 

and regulations further compel organizations to store and review certain logs, e.g., the Gramm-

Leach-Bliley Act (GLBA) requires that financial institutions protect their customers’ information 

against security threats. 

Citizens’ system and application logging and monitoring have been enhanced with the 

implementation of logging agents on servers and databases. In addition, a more effective third-

party, cloud-based Security Information Event Management (SIEM) service has recently been 

deployed which aggregates logs from many systems and provides analysis and correlation, 

identifies anomalies, and provides alerts for potential malicious behavior. The implementation will 

have a direct and positive impact on incident response and management capabilities.  

Objectives and Scope 

The objective of this audit was to assess whether the logging and monitoring of systems, 

applications and databases is aligned with Citizens’ policies and standards, authoritative 

guidance, and regulatory requirements.  

The scope of the audit included: 

• Determining whether events and activities were being logged in alignment with authoritative 

guidance, leading practices, Citizens’ policies and standards, and business needs. 

• Reviewing the monitoring of log events and records to ensure that reviews were performed 

and were adequate to support business operations. 

• Determining whether log management practices, including, but not limited to reporting, 

metrics, access controls, and retention, were in alignment with authoritative guidance, 

Citizens’ policies and standards, and business needs. 

• Assessing whether logging and monitoring supported the incident response process. 

Audit Results 

Internal Audit has completed an assessment of logging and monitoring, and noted that the 

following good practices are in place: 

• Logging has been implemented on most systems and various types of monitoring are 

performed for operational and security purposes.  
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• The Technical Operations Center (TOC) procedural documentation for monitoring and 

event response is thorough, and daily TOC activities are aligned with the documentation.  

• A managed security service provider (MSSP) has been engaged to provide Security 

Information and Event Management (SIEM) services using logs from Citizens’ information 

assets.  

Following our assessment of the Logging and Monitoring practices applied, we noted that the 

maturity level of logging and monitoring governance should be elevated. Details of our 

observation were discussed with Management and corrective action is in progress. 

 

We would like to thank management and staff for their cooperation and professional courtesy 

throughout the course of this audit.
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