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Background    

During December 2019 Citizens commenced with establishing an improved identity and access 
management program to develop stronger governance and technology capabilities to manage 
user and object identities as well as access entitlement. This program is denoted as a key 
strategic initiative which supports one of Citizens’ strategic goals. 

Conceptually, identity and access management refer to a framework of policies and technologies 
which ensures appropriate access to technology resources. The identity and access management 
systems identify, authenticate, and authorize individuals, hardware, and applications to reduce 
access risks, achieve improved compliance with policies and regulations and improve operational 
effectiveness.  

A four-year phased approach is used to implement program components which includes on-
premises and cloud-based applications and infrastructure. The primary objectives of the program 
implementation are to: 

• Enhance governance practices such as policies, procedures, monitoring and reporting 

• Deploy multi-factor authentication (MFA) and password reset automation 

• Procure and deploy a replacement commercial off-the-shelf access management solution 
for specific applications 

• Procure and deploy a Privileged Access Management (PAM) solution for improved 
administration of privileged accounts 

• Procure and implement an Identity Administration and Authorization (IAA) solution for 
account provisioning workflow and automation 

• Implement a single sign-on model for user accounts across cloud technologies 

• Implement enhanced password practices where required 

Objective 
Internal Audit will provide risk and control advice as the project progresses. IA will also validate 
the strength of governance processes supporting the project and perform control testing where 
needed.  

Results 

Overall, we noted that adequate processes are in place to support and ensure the effective 
completion of the project. 

• The project governance structure is designed well with an effective escalation and 
approval path and monthly updates to stakeholders. 

• The project is on target in accordance with the timeline defined in the Implementation 
Roadmap. Multi-factor authentication for some systems and Self-Service Password Reset 
capabilities have been implemented. A Privileged Access Management tool was 
purchased and is in process of being configured and tested. 

• Standard IT Systems Development Life Cycle and Change Management processes are 
used for product feature implementations.  

• Formal communications are provided to affected groups as features are implemented. 
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• Internal Audit provided a control consideration to management to enhance the change 
management process as part of the new cloud-based environment. 

 

 
We would like to thank management and staff for their cooperation and professional courtesy 
throughout the project. 
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Addressee(s) Carlos Rodriguez, Director, IT Security and Risk 

 
 
Addressee(s) Business Leaders: 

Barry Gilway, President/CEO/Executive Director 
Kelly Booten, Chief Operating Officer 
Christine Turner Ashburn, Chief, Communications, Legislative & External 
Affairs 
Aditya Gavvala, V.P., IT Services and Delivery 
Robert Sellers, V.P., Chief Technology Officer 
Thomas Dubocq, Director, IT Infrastructure 
Sarah Harrell, Director, Enterprise Program 
Diane Walker, Director, IT Operations 
Mark Kagy, Acting Inspector General 

 
Audit Committee: 
Marc Dunbar, Citizens Audit Committee Chair 
Bette Brown, Citizens Audit Committee Member 
James Holton, Citizens Audit Committee Member 
 
Following Audit Committee Distribution: 
The Honorable Ron DeSantis, Governor 
The Honorable Jimmy Patronis, Chief Financial Officer 
The Honorable Ashley Moody, Attorney General 
The Honorable Nikki Fried, Commissioner of Agriculture 
The Honorable Wilton Simpson, President of the Senate 
The Honorable Chris Sprowls, Speaker of the House of Representatives 
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Completed by Karen Wittlinger, IT Audit Director 

Under the Direction of Joe Martins, Chief of Internal Audit 
 

 


