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Business Objectives
“Identity is the new perimeter”
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Program Update

 GARTNER ENGAGEMENT (COMPLETED Q4 2019)
• 12-WEEK ENGAGEMENT; 3 DELIVERABLES: 1) STRATEGY VALIDATION 2) GAP ANALYSIS W/ RECOMMENDATIONS 3) IMPLEMENTATION ROADMAP

• IDENTIFIED 53 FUNCTIONAL GAPS WITH 23 RECOMMENDATIONS IN THE FOLLOWING 3 KEY AREAS:
• AUTHENTICATION – THE ACT OF VALIDATING THAT USERS ARE WHO THEY CLAIM TO BE.
• ADMINISTRATION MANAGEMENT – THE CONTINUOUS MANAGEMENT OF USER IDS AND ROLES THROUGH THEIR LIFECYCLE.
• ACCESS MANAGEMENT – OVERSIGHT OF WHO CAN ACCESS WHAT RESOURCE BASED ON THEIR ROLE AND NEED TO KNOW BASIS.

 PHASED EXECUTION OF IMPLEMENTATION ROADMAP INITIATIVES
• KELLY BOOTEN IS THE EXECUTIVE SPONSOR; WITH ROBERT SELLERS AND ADITYA GAVVALA AS PROGRAM OWNERS. 
• PROJECTED 3-4-YEAR PROGRAM DURATION WITH PROJECTED IMPLEMENTATION COSTS OF ~$7.3M (GARTNER’S PRO-FORMA

ESTIMATE)
• CONDUCT CHECKPOINTS EVERY 12-18 MONTHS DUE TO THE QUICKLY EVOLVING IAM INDUSTRY/LANDSCAPE AND RELATED TOOLS

• FIRST CHECKPOINT IS UNDERWAY BASED ON INDUSTRY INTEL RE: AN EMERGING TREND FOR TOOL(S) CONVERGENCE
• AN INTERNAL ASSESSMENT, FOLLOWED BY A 3RD PARTY VALIDATION, WILL BE CONDUCTED TO DETERMINE NEXT STEPS

• THE FIVE (5) PROGRAM INITIATIVES MAY RUN IN PARALLEL AND/OR OVERLAP, BASED ON DEPENDENCIES OR CONSTRAINTS

 MULTI-FACTOR AUTHENTICATION (MFA) IMPLEMENTATION
 PRIVILEGED ACCESS MANAGEMENT (PAM) TOOL, PROCUREMENT AND IMPLEMENTATION
 IDENTITY ADMINISTRATION AND AUTHORIZATION (IAA) TOOL, PROCUREMENT AND IMPLEMENTATION
 ACCESS MANAGEMENT (AM) TOOL, PROCUREMENT AND IMPLEMENTATION
 FEDERATED SERVICES, IMPLEMENTATION

• AS WITH ANY MULTI-YEAR PROGRAM, THE IMPLEMENTATION TIMELINE IS BASED ON KNOWN INFO TODAY AND WILL BE RECALIBRATED AS
THE PROGRAM PROGRESSES

Pursuant to Section 627.352, Florida Statutes, and other applicable law, information on this page pertains to Citizens’ information technology security
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